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English:

Xian University of Technology Unified
Identity Authentication User Manual

1.Account Login

1. To log in to the school application system, you will
usually be redirected to the unified identity
authentication interface, where you need to enter your
unified identity authentication account: your
student/employee number, and password: the

password for unified identity authentication.

@ 25z x% BoBHNE

2. 7-day free login function: After checking the 7-day

free login option, you can close the browser directly on

15
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the same machine and the same browser, and you can
achieve 7 days without logging in again.
Note: This function will be invalid after clicking

authentication logout.

@ 2otz xx % SHAE

Account lo... Biometric lo...

eeeeeeee

2.WeChat Joint Login

1. To log in to the school application system, you will
usually be redirected to the unified identity
authentication interface, where you can use WeChat to

directly scan the QR code on the right side of the login

page.

16
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@ 751> x% | K-SHNE

Account lo... Biometric lo

eeeeeeee

2. The first time you scan the code with WeChat, you
need to authorize WeChat and bind it with your unified
identity authentication account. Fill in your unified
identity authentication account password and click the
“Complete Binding” button. After successful
verification, the binding is successful, and you can

directly scan the code with WeChat to log in later.

[is] J [ Unified identity authentication | X | 4= - o
« C A o6 Xaut.edu.cn/authserver/callback?code =09 1TtFFaThpuiGOmPAFa TWOKKedTtFF2Eistate = 1bcd§9edd42803367CcidbO4TCAIIBT 1 A 7 o = L B & -
Baex OI O HEM CJIR [owm C)sEat %I 0¥ @ =k

nnnnnnn

ssssssss
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3.Biometric Login
This function requires that your PC or mobile device
and browser support face or fingerprint functions. If
this condition is met, log in to the unified identity
authentication personal center through either of the
above two methods
https://ids.xaut.edu.cn/authserver/login, click on the
steps shown in the figure in turn, and follow the page

prompts to turn on biometric login;

@ 7512%%  unified identity T accounisec LogRecord Personinfo Preferences English~ @ Wi~
Q@ Set Accoun t ® Biometrics Guide
Turn on Biometrics
@ Third Accoun it
©O°
Linked Account .
Equipment management
| + Add | 4
2 B Biometrics
13 Delete

v orP

Note: This function is only valid for this device and this

browser;

4.Forgot Password

1. If you forget your unified identity authentication
password, you can click “Forgot Password” at the
bottom of the login page and jump to the forgot
password interface.

18
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@ 755255 | B BHNE

Account lo... Biometric o

If you have reserved a security phone or security email
in the system, you can reset your password by yourself
through two methods: security phone and security

email.

2. Enter the student/employee number and randomly
generated verification code of the forgotten password,

and then click Next.

Q ZHHZX ¥ Retrieve password

19
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3. Choose a retrieval method (support security phone
and security email), fill in the prompted information,
and the system will send a verification code to your
reserved security phone or security email. After

receiving the verification code, click Next.

g‘ #§1{2%'5  Retrieve password

7 gﬂ [T\LW : = |
ul W !

g
==
T
Wf] | T
) |

i

4. Fill in a new password and click Reset Password, then

the password reset is successful.

e #5712 %'%  Retrieve password

| \

T~
~ ] > > o
4]\H \ \‘\}’ \\ Account it Informati ficati  Set Password Success
BN WP
0 oy
| WW x
U | [
I ]\ﬂ‘
I 1 il

== |
T

- <

|

3

f

3

-y
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5. If you have not reserved a security phone or security
email, you cannot reset it by yourself. Please click
Forgot Password-Information Verification

Step-Account Appeal Function to appeal.

6. Please fill in the information on the account appeal
interface truthfully and wait patiently for the
administrator’s review after submission. After passing
the review, you will receive a text message with your
reset password on your reserved phone. Please check
it and log in to unified identity authentication as soon
as possible to change your password and bind your

security phone and email.

21
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Account appeal

aaaaaaaaaaa
eeeeeeeeeeeeeeeeee

« type o
vvvvvvvvvvv

| upload complaint photo

| Contact information

5.Account Activation
1. If you are a new student or teacher, you can click
“Account Activation” at the bottom of the login page

and jump to the account activation interface.

.f@..»?%;ﬂ}.k'{ | F—BHINE

Account lo... Biometriclo

eeeeeeee

2. After entering the “"Account Activation” page, you need
to fill in your student/employee humber, name, and ID
number. Note: For non-foreigners, the default ID type

is ID number, and for foreigners, it is passport.

22
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B Activation tip

¥ Account activation

@ 7

]
L]

Authenticate Bind phone Setpassword  Activation complete

1y ey

= +dworkid
‘

vvvvv

W e

|
|
ID type
T Passpor
1 ‘4 *ID
A verification code
| 4 2ZnP,
5 i g
i 5 A8l i 4 ¥ & 5 z
52 G W\ It b FETe U =
s SN ar L2 = AR SIS % =

3. Afterfilling in the information, click Next, and you need

to bind your mobile phone number.

Q #%2kF  Account activation @ Activation tip

\ vl | b B>
2R, € b
TN AL R vl s s

4. Enter your mob»ile phone number» anrd‘ click Gét
Verification Code. You will receive a text message
verification code. Enter it and bind it. This operation is
for you to retrieve your password when you forget

your password later.
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Q, ZHR2LT Account activation

@ Activation tip

ﬁ%ﬁ?‘ : ’ME’:%@} T‘#:T 2 = R : Z £
5. After binding, go to the next step and set your

password. (The password length must be 9 digits or

more, and contain at least 3 or more characters)

Account activation

@ Activation tip

@
©®

() 4

Authenticate Bind phone Setpassword  Activation complete

please set your account 10wjw password

;;i%? R R W R o
6. Click Go Login after completion.

24
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9 #§3{24%'F¥  Account activation B Activation tip

o P
Bind phone Set password  Activation complete
>
G o
S S S e s s N N FERAR A
e £ < SN PN ’ 2 il

6.Function Introduction after Authentication
Login

1. Account Security Interface

1) Set Account The main functions of this page are:

users can modify their login password, set security

questions, bind email, bind mobile phone number, etc.,

for retrieving passwords when they forget their

passwords.

9 2y 3?11“ ¥ Unified identity AccountSec LogRecord Personinfo Preferences English~ @ wiw v
@ Set Account ! Set Account
@ Third Account Login Password Current password meets the requirements

Linikad Accouit Mailbox binding Current binding email:w******, 2@163.com,If the email is disabled, please r... |£h

Phone binding Current binding phone number:187****2029,If the mobile phone number ... |Cna 1ge

2) Third-party Account The main function of this page is:

users can bind WeChat for convenient and fast login.

25
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e oo s s 4 = I
'9"’?\?“,}"’“? Unified identity AccountSec LogRecord Personinfo Preferences English v @ Wi
£ Set Account 1 Set Account
@ Third Account Login Password Current password meets the requirements ‘ Change ‘

Linked Account

R Biometrics

@ oTP

Mailbox binding Current binding email:w******2@163.com,If the email is disabled, please r... ‘(ha*ge| ‘ L:nbi-*c!‘

Phone binding Current binding phone number:187#%**2029,If the mabile phone number ... ‘Cha*ge| ‘ L.nti‘t!‘

3) Associated Account The main function of this page is:

if users have multiple accounts, they can set one account

as the default account on this page. After setting

a

default account, users can enter their default account

after logging in with mobile phone verification code or

joint login.

‘9.:‘ '?3'114( Unified identity AccountSec LogRecord Personinfo Preferences English~ Q wiw
@ set Account ¥ Linked account
@ Third Account Association description;

Accounts are linked, you can use the same mobile phone number to log in

Linked Account

Account Created time Default account Operating

& Biometrics Towjw 2023-09-20 17:00:58 Set default

W oTP

4) Biometric Recognition See Part 4 of this document;

5) Security Token When two-step verification is turned

on, you can use a security token for verification;
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9 '?‘f’j,i A’jv;f’ Unified identity AccountSec LogRecord Personinfo Preferences English v p Wi~
§ Set Account 1 OTP
@ Third Account " Applet (Bound) Unbind

Linked Account
R Biometrics

@ orP

2. Authentication Record Interface

1) Current Login

On this page, users can view the account information of
the current login, as well as the login status of the free

login mode, and can perform removal operations.

'9:‘ 7 5 ey Unified identity AccountSec LogRecord Personinfo Preferences English~ p wiw
& Current Login # Current login
Client IP Login time Client type Operatin
@ Account Auth e " i §
No data

& Pwd Mainten

= Account Maint... ! Free onm

Client 1P Login time Client type Operating
& App Access

2) Account Authentication Record
This page records the authentication login status of the
user’s account. You can view your account login record by

time, login type, and authentication result.
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@ #751i2%%  unified identity

& Current Login

@ Account Auth

B Pwd Mainten

= Account Maint...

@ App Access

3) Password Maintenance Record

AccountSec LogRecord

? Account authentication record

Login time

2023-11-01 11:23:56

2023-11-01 11:19:01

2023-11-01 11:18:56

2023-11-01 11:00:36

Logout time Certification type
fido
fido
fido

2023-11-01 11:00:41 fido

This page records the password

the user’s account.

@ #5i7+%  unified identity

& Current Login

W Account Auth

& Pwd Mainten

= Account Maint..

& App Access

Maintenance time

2023-11-01 11:23:34

2023-10-31 03:16:10

2023-10-30 21:11:27

2023-10-30 15:01:07

AccouniSec LogRecord

¥ Password maintenance record

Operation type

activate edit password

activate edit password

Manage edit password

Manage edit password

4) Account Maintenance Record

Personinfo

Client 1P

Preferences

Certification result

Success

® Fail

® Fail

Success

maintenance

Personinfo

Client IP

202 200127 157

20220011212

Preferences

English p Wi

Fail reason

Account not activated

Account not aclivated

record of

English~ @ wiw

Reset

Operation result

Success

Success

Success

Success

This page records the maintenance status of the user’s

account, such as binding a mobile phone number, email

address, etc. during what time period.
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9‘7951’1}5_,; Unified identity AccountSec LogRecord Personinfo Preferences English ~ @ wiw
& Current Login # Account maintenance record

Reset
@ Account Auth
& Pwd Mainten Maintenance time Operation type Client IP Operation result

2023-11-01 11:00:25 Auto edit account-emali bind 202 200.127 157 Success

2 Account Maint...

2023-11-01 09:56:12 Auto edit account-phone bind 221.226.41.179 Success

2023-11-01 09:32:52 Auto edil account-phone unbind 221.226.41.179 Success
& App Access

2023-10-31 11:37:49 Auto edit account-phone bind 202.200.127.157 Success

5) Application Access Record
This page records the application access status of the

user’s account.

9‘ 7 5 2k -5»’ Unified identity AccountSec LogRecord Personinfo Preferences English~ @ wjw
& Current Login # Application access record

@ Account Auth

& Pwd Mainten

Access time Application Name Certification resuit
£ Account Maint.. 2023-11-01 10:42- 11 Success
2023-10-31 15:48:13 Success
& App Access
2023-10-31 14:38:20 Success

3. Personal Information

You can set your avatar, nickname, birthday, and when
the administrator turns on the function of allowing to log
in with a nickname, the unified identity authentication

account can be set to your own nickname.
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/ 2, - K £ O Tl - B j
'9.‘ ZHR2LE Unified identity AccountSec LogRecord Personinfo Preferences English v , WW

¥ Profile settings

picture

@

Nickname

Birthday

4. Preference Settings
Set whether to allow your unified identity authentication
account to only log in on one browser; Set whether to

remind by SMS or email after password change;

‘:94.:' g2 kY Unified identity AccountSec LogRecord Personinfo Preferences English~ ’ wiw

# other settings

Single sign-on browser

If your password is changed, we will remind you in the following ways: Mobile message. Email

Save

Xian University of Technology Information Management Office
October 31, 2023
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